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Search Results - Record(s) 1 through 10 of 41 returned. 



□ 1. Document ID: US 6859790 Bl 
Using default format because multiple data bases are involved. 

L22: Entry 1 of 41 File: USPT 



Feb 22, 2005 



US-PAT -NO: 6859790 

DOCUMENT -IDENTIFIER: US 6859790 Bl 

TITLE: Data distribution system and method thereof, data processing device, data 
control device, and machine- readable recording medium recording distribution data 

DATE-ISSUED: February 22, 2005 



INVENTOR- INFO RMAT ION : 

NAME CITY 

Nonaka; Akira Kanagawa 

Ezaki; Tadashi Tokyo 



STATE 



ZIP CODE 



COUNTRY 

JP 

JP 



US-CL-CURRENT: 705/51; 380/255, 705/1,. 705/55, 705/57, 705/65, 707/9, 713/189, 
713/193, 713/194 
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□ 2. Document ID: US 6807632 Bl 

L22: Entry 2 of 41 File: USPT 



Oct 19, 2004 



US-PAT -NO: 6807632 

DOCUMENT-IDENTIFIER: US 6807632 Bl 

TITLE: Content addressable information encapsulation, representation, and transfer 



Review Ciazs'nkaXU 



Claims KMC Drawn D< 



□ 3. Document ID: US 6687375 Bl 

L22: Entry 3 of 41 File: USPT 



Feb 3, 2004 



US-PAT -NO: 6687375 

DOCUMENT -IDENTIFIER: US 6687375 Bl 



TITLE: Generating user-dependent keys and random numbers 
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□ 4. Document ID: US 6601046 Bl 

L22: Entry 4 of 41 File: USPT 



Jul 29, 2003 



US-PAT -NO: 6601046 

DOCUMENT -IDENTIFIER: US 6601046 Bl 

TITLE: Usage dependent ticket to protect copy- protected material 



Citation [ Front [ Review f Classification I Data 1 Reference 



Claim* KMC Drawn 0 



□ 5. Document ID: US 657461 1 Bl 

L22: Entry 5 of 41 File: USPT 



Jun 3, 2003 



US-PAT-NO: 6574611 

DOCUMENT-IDENTIFIER: US 6574611 Bl 

TITLE: Information processing apparatus and method, information management 
apparatus and method, and information providing medium 



Review Classification 



aimT] KMC | Dr3'/u D 



□ 6. Document ID: US 6567917 Bl 

L22: Entry 6 of 41 File: USPT 



May 20, 2003 



US-PAT-NO: 6567917 

DOCUMENT-IDENTIFIER: US 6567917 Bl 

** See image for Certificate of Correction ** 

TITLE: Method and system for providing tamper- resistant executable software 



Classification 



□ 7. Document ID: US 6487661 B2 

L22: Entry 7 of 41 File: USPT 



Nov 26, 2002 



US-PAT -NO: 6487661 

DOCUMENT-IDENTIFIER: US 6487661 B2 

TITLE: Key agreement and transport protocol 
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□ 8. Document ID: US 6442525 Bl 

L22: Entry 8 of 41 File: USPT 



Aug 27, 2002 



US-PAT -NO: 6442525 

DOCUMENT -IDENTIFIER: US 6442525 Bl 

TITLE: System for authenticating physical objects 



Classification 



□ 9. Document ID: US 6418472 Bl 

L22: Entry 9 of 41 File: USPT 



Jul 9, 2002 



US-PAT -NO: 6418472 

DOCUMENT -IDENTIFIER: US 6418472 Bl 



TITLE: System and method for using internet based caller ID for controlling access 
to an object stored in a computer 



□ 10. Document ID: US 6374300 Bl 

L22: Entry 10 of 41 File: USPT 

US-PAT -NO: 6374300 

DOCUMENT -IDENTIFIER: US 6374300 Bl 

** See image for Certificate of Correction ** 



Apr 16, 2002 



TITLE: Method and system for storing load balancing information with an HTTP cookie 
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Search Results - Record(s) 1 1 through 20 of 41 returned. 



□ 11. Document ID: US 6370247 Bl 
Using default format because multiple data bases are involved. 

L22: Entry 11 of 41 File: USPT Apr 9, 2002 

US-PAT -NO: 6370247 

DOCUMENT-IDENTIFIER: US 6370247 Bl 



TITLE: Hash value generating method and device, data encryption method and device, 
data decryption method and device 

DATE-ISSUED: April 9, 2002 



INVENTOR-INFORMATION: 
NAME 

Takaragi; Kazuo 
Kurumatani; Hiroyuki 



CITY 

Ebina 

Yokohama 



STATE ZIP CODE 



COUNTRY 

JP 

JP 



US-CL-CURRENT: 380/28; 380/37, 380/42, 708/203, 708/209, 708/503 



Clasrifkatiori 



□ 12. Document ID: US 6246767 Bl 

L22: Entry 12 of 41 File: USPT Jun 12, 2001 

US-PAT -NO: ' 6246767 

DOCUMENT -IDENTIFIER: US 6246767 Bl 

** See image for Certificate of Correction ** 

TITLE: Source authentication of download information in a conditional access system 



□ 13. Document ID: US 6233565 Bl 

L22: Entry 13 of 41 File: USPT May 15, 2001 

US-PAT-NO: 6233565 

DOCUMENT-IDENTIFIER: US 6233565 Bl 
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□ 14 DocumentlD: US 6199052 Bl 

L22: Entry 14 of 41 File: USPT 



Mar 6, 2001 



US-PAT -NO: 6199052 

DOCUMENT-IDENTIFIER: US 6199052 Bl 



TITLE: Secure electronic transactions using a trusted intermediary with archive and 
verification request services 



Review Classification 



□ 15. Document ID: US 6154541 A 

L22: Entry 15 of 41 File: USPT 



Nov 28, 2000 



US-PAT -NO: 6154541 

DOCUMENT-IDENTIFIER: US 6154541 A 

TITLE: Method and apparatus for a robust high-speed cryptosystem 



Cl3£.-iticatiort 



□ 16. DocumentlD: US 6131162 A 

L22: Entry 16 of 41 File: USPT 



Oct 10, 2000 



US -PAT -NO: 6131162 

DOCUMENT-IDENTIFIER: US 6131162 A 

TITLE: Digital data authentication method 



Full Title Crtation Fiont 



Claim* KMC Draw D 



□ 17. DocumentlD: US 6122375 A 

L22: Entry 17 of 41 File: USPT Sep 19, 2000 

US-PAT-NO: 6122375 

DOCUMENT -IDENTIFIER: US 6122375 A 

TITLE: Hash value generating method and device, data encryption method and device, 
data decryption method and device 
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□ 18. Document ID: US 6052469 A 

L22: Entry 18 of 41 File: USPT 



Apr 18, 2000 



US-PAT-NO: 6052469 

DOCUMENT-IDENTIFIER: US 60524 69 A 

TITLE: Interoperable cryptographic key recovery system with verification by 
comparison 



Crtation Front 



Clarification 



□ 19. Document ID: US 6021202 A 

L22: Entry 19 of 41 



File: USPT 



Feb 1, 2000 



US-PAT -NO: 6021202 
DOCUMENT - 1 DENTI FI ER : 



US 6021202 A 



TITLE: Method and system for processing electronic documents 



Classification 



D 20. Document ID: US 6009177 A 

L22: Entry 20 of 41 File: USPT 



Dec 28, 1999 



US-PAT -NO: 6009177 

DOCUMENT -IDENTIFIER: US 6009177 A 

TITLE: Enhanced cryptographic system and method with key escrow feature 
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41 
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Search Results - Record(s) 2 1 through 30 of 41 returned. 

□ 21. Document ID: US 5995623 A 
Using default format because multiple data bases are involved. 

L22: Entry 21 of 41 File: USPT ■ Nov 30, 1999 

US-PAT -NO : 5995623 

DOCUMENT-IDENTIFIER: US 5995623 A 



TITLE: Information processing apparatus with a software protecting function 
DATE-ISSUED: November 30, 1999 



INVENT OR- INFORMATION : 
NAME 

Kawano; Kenji 
Taguchi; Masahiro 
Saito; Kazuo 



CITY 

Nakai-machi 
Nakai -machi 
Nakai -machi 



STATE ZIP CODE 



COUNTRY 

JP 

JP 

JP 



US-CL-CURRENT: 713/189; 380/277, 380/28, 380/42, 380/44, 705/51, 713/194 



CIsEritkatiori 



□ 22. Document ID: US 5944821 A 

L22: Entry 22 of 41 File: USPT 



Aug 31, 1999 



US-PAT -NO: 5944821 

DOCUMENT -IDENTIFIER: US 5944821 A 



TITLE: Secure software registration and integrity assessment in a computer system 



□ 23. Document ID: US 5937066 A 

L22: Entry 23 of 41 File: USPT Aug 10, 1999 

US-PAT -NO: 5937066 

DOCUMENT -IDENTIFIER: US 5937066 A 

TITLE: Two-phase cryptographic key recovery system 
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□ 24. Document ID: US 5883810 A 

L22: Entry 24 of 41 File: USPT 



Mar 16, 1999 



US-PAT-NO: 5883810 

DOCUMENT -IDENTIFIER: US 5883810 A 

TITLE: Electronic online commerce card with transactibnp roxy number for online 
transactions 



□ 25. Document ID: US 5850451 A 

L22: Entry 25 of 41 File: USPT 



Dec 15, 1998. 



US-PAT -NO: 5850451 

DOCUMENT-IDENTIFIER: US 5850451 A 

TITLE: Enhanced cryptographic system and method with key escrow feature 



Title Citation Front 



Claim; KWIC Draw D 



□ 26. Document ID: US 5841865 A 

L22: Entry 26 of 41 File: USPT 



Nov 24, 1998 



US-PAT -NO: 5841865 

DOCUMENT-IDENTIFIER: US 5841865 A 

TITLE: Enhanced cryptographic system and method with key escrow feature 



Classification 



□ 27. Document ID: US 5832089 A 

L22: Entry 27 of 41 File: USPT 



Nov 3, 1998 



US-PAT -NO: 5832089 

DOCUMENT-IDENTIFIER: US 5832089 A 

TITLE: Off-line compatible electronic cash method and system 



Classification 
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□ 28. Document ID: US 5825884 A 

L22: Entry 28 of 41 File: USPT Oct 20, 1998 

US-PAT -NO: 5825884 

DOCUMENT-IDENTIFIER: US 5825884 A 

TITLE: Method and apparatus for operating a transactional server in a proprietary 
database environment 



□ 29. Document ID: US 5799086 A 

L22: Entry 29 of 41 



File: USPT 



Aug 25', 1998 



US-PAT -NO: 5799086 

DOCUMENT-IDENTIFIER: US 5799086 A 



TITLE: Enhanced cryptographic system and method with key escrow feature 



□ 30. Document ID: US 5796830 A 

L22: Entry 30 of 41 File: USPT 



Aug 18, 1998 



US-PAT -NO: 5796830 

DOCUMENT-IDENTIFIER: US 5796830 A 

TITLE: Interoperable cryptographic key recovery system 



Cl£5?itfcation 



Terms 


Documents 
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41 
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Search Results - Record(s) 31 through 40 of 41 returned. 



□ 31. Document ID: US 5778069 A 
Using default format because multiple data bases are involved. 

L22: Entry 31 of 41 File: USPT 



Jul 7, 1998 



US-PAT -NO: 5778069 

DOCUMENT-IDENTIFIER: US 5778069 A 

TITLE: Non-biased pseudo random number generator 

DATE-ISSUED: July 7, 1998 



INVENTOR-INFORMAT ION : 
NAME 

Thomlinson; Matthew W. 
Simon; Daniel R. 
Yee; Bennet 



CITY 
Bellevue 
Redmond 
San Diego 



STATE 
WA 
WA 
CA 



ZIP CODE 



COUNTRY 



US-CL-CURRENT: 380/262; 380/30, 380/46, 705/65, 708/250, 713/172 



Review Class itk alio ri Data Rate re nee 



□ 32. Document ID: US 5764772 A 

L22: Entry 32 of 41 



File: USPT 



Jun 9, 1998 



US-PAT -NO: 5764772 

DOCUMENT -IDENTIFIER: US 5764772 A 

TITLE: Differential work factor cryptography method and system 



Review Classification 



□ 33. Document ID: US 5638446 A 

L22: Entry 33 of 41 File: USPT Jun 10, 1997 

US-PAT-NO: 5638446 

DOCUMENT -IDENTIFIER: US 5638446 A 

TITLE: Method for the secure distribution of electronic files in a distributed 
envi ronment 
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□ 34. Document ID: US 5604801 A 

L22: Entry 34 of 41 File: USPT 



Feb 18, 1997 



US-PAT -NO: 5604801 

DOCUMENT -IDENTIFIER: US 5604801 A 

TITLE: Public key data communications system under control of a portable security 
device 



Citation Front Review Cl-asrrtkation Date Reterenc 



Claims KMC t>ravu Oi 



□ 35. Document ID: US 5265164 A 

L22: Entry 35 of 41 File: USPT 



Nov 23, 1993 



US-PAT-NO: 5265164 

DOCUMENT-IDENTIFIER: US 5^65164 A 

TITLE: Cryptographic facility environment backup/ res tore and replication in a 
public key cryptosystem 



Citation Front Review Classification Dai* Reference 



I 



□ 36. Document ID: US 5214702 A 

L22: Entry -36 of 41 File: USPT 



May 25, 1993 



US-PAT -NO: 5214702 

DOCUMENT-IDENTIFIER: US 5214702 A 

TITLE: Public key/ signature cryptosystem with enhanced digital signature 
certification 



Citation Front Review 



KMC I 



□ 37. Document ID: US 5200999 A 

L22: Entry 37 of 41 File: USPT 



Apr 6, 1993 



US-PAT-NO: 5200999 

DOCUMENT-IDENTIFIER: US 5200999 A 



TITLE: Public key cryptosystem key management based on control vectors 



f Title [ Citation [ Front [ Review f Classification 
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□ 38. Document ID: US 5164988 A 

L22: Entry 38 of 41 File: USPT 



Nov 17, 1992 



US-PAT-NO: 5164988 

DOCUMENT -IDENTIFIER: US 5164988 A 

TITLE: Method to establish and enforce a network cryptographic security policy in a 
public key cryptosys tern 



Classification 



Claims KMC Drava 0 



□ 39. Document ID: US 5142578 A 

L22: Entry 39 of 41 File: USPT 



Aug 25, 1992 



US-PAT-NO: 5142578 

DOCUMENT -IDENTIFIER: US 5142578 A 

TITLE: Hybrid public key algorithm/data encryption algorithm key distribution 
method based on control vectors 



Classification 



File: USPT 



□ 40. Document ID: US 5005200 A 

L22: Entry 40 of 41 
US-PAT-NO: 5005200 

DOCUMENT-IDENTIFIER: US 5005200 A 



TITLE: Public key/signature cryptosystem with enhanced digital signature 
ce rtif ication 



Apr 2, 1991 
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Search Results - Record(s) 41 through 41 of 41 returned. 



D 41. Document ID: US 4868877 A 
Using default format because multiple data bases are involved. 

L22: Entry 41 of 41 File: USPT Sep 19, 1989 

US-PAT -NO: 4868877 

DOCUMENT-IDENTIFIER: US 4868877 A 

** See image for Certificate of Correction ** 

TITLE: Public key/ signature cryptosystem with enhanced digital signature 
certification 

DATE-ISSUED: September 19, 1989 
INVENTOR-INFORMATION: 

NAME CITY STATE ZIP CODE COUNTRY 

Fischer; Addison M. Naples FL 33942 



US-CL-CURRENT: 713/157; 380/30, 705/76, 713/156 



Review J Cl3£ritkation 
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Search Results - Record(s) 1 through 1 of 1 returned. 



□ 1. Document ID: US 6131 162 A 
Using default format because multiple data bases are involved. 



L15: Entry 1 of 1 



File: USPT 



Oct 10, 2000 



US -PAT -NO: 6131162 

DOCUMENT-IDENTIFIER: US 6131162 A 



TITLE: Digital data authentication method 
DATE-ISSUED: October 10, 2000 



INVENTOR-INFORMAT ION : 
NAME 

Yoshiura; Hiroshi 
Takaragi; Kazuo 
Sasaki; Ryoichi 
Susaki; Seiichi 
Toyoshima; Hisashi 
Saito; Tsukasa 



CITY 

Kawasaki 

Ebina 

Fu jisawa 

Yokohama 

Hachio ji 

Tokyo 



STATE 



ZIP CODE 



COUNTRY 

JP 

JP 

JP 

JP 

JP 

JP 



US-CL-CURRENT: 713/176; 380/28, 380/30, 705/57, 713/170, 713/181 
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L14: Entry 1 of 1 



File: 



USPT 



Feb 3, 1998 



DOCUMENT -IDENTIFIER: US 5715403 A 

TITLE: System for controlling the distribution and use of digital works having 
attached usage rights where the usage rights are defined by a usage rights grammar 

Detailed Description Text (412) : 

The requester decrypts the software using the key from the. certificate and computes 
a check code on it using a 1-way hash function. If the check-code does not match 
the tamper-checking code from the certificate, the installation transaction ends 
with an error. (This step assures that the contents of the software, including the 
various scripts, have not been tampered with.) 

Detailed Description Text (423) : 

The requester decrypts the software using the key from the certificate and computes 
a check code on it using a 1-way hash function. If the check-code does not match 
the tamper-checking code from the certificate, the installation transaction ends 
with an error. (This step assures that the contents of the software, including the 
various scripts, have not been tampered with.) 
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